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Abstract

The shift from labour-intensive production methods to sophisticated, autonomous agricultural ecosys-

tems is one of the largest technical revolutions in food and agriculture. Agriculture 1.0 was about human

and animal power. Agriculture 2.0 was about mechanization and increased inputs. Agriculture 3.0 was

about precision agriculture. Agriculture 4.0 was enabled by connected digital technologies. Agriculture

5.0 is about autonomy, sustainability and human-machine collaboration. AI, IoT and blockchain are

seen as complementing technologies for integrated and data-driven farm management systems. Real-

time data may be sent via IoT using soil, weather, crop, mechanical and ambient sensors. Machine

learning and AI convert these data sets into predictive and prescriptive intelligence for crop monitoring,

yield forecasting, disease and pest detection, irrigation scheduling, resource optimization, and risk man-

agement. Blockchain can provide distributed, tamper-proof records to improve traceability, transpar-

ency, authentication, data integrity, and confidence in the agricultural supply chain. We are studying AI–

IoT–blockchain systems where intelligent algorithms analyze sensor data and blockchain based plat-

forms securely record crucial transactions or events. Smart agriculture is analyzed using soil and

weather sensors, multispectral and hyperspectral imaging, remote-sensing archives, RFID/NFC tags,

historical yield data, soil survey maps, tractor telematics, supply-chain databases, farmer observations,

climate predictions and plant-health databases. These technologies are applicable to crop production,

precision irrigation, disease diagnosis, smart greenhouse management, supply-chain traceability, certifi-

cation, agricultural financing and agri-robotics. High deployment and maintenance costs, poor rural

connectivity, data quality issues, cybersecurity and privacy issues, blockchain scalability, energy re-

quirements, interoperability, regulatory uncertainty, lack of technical expertise, agricultural data owner-

ship and benefit sharing limit widespread use. To address this, possibilities include low-cost IoT infra-

structure, edge computing, energy-efficient systems, federated learning, permissioned and hybrid

blockchain architectures, standardized data protocols, capacity development, and supportive institu-

tional and regulatory structures. The analysis concluded that AI, IoT and blockchain might provide a

technology base for more efficient, transparent, resilient and sustainable agriculture methods. The way

forward will include multidisciplinary cooperation; farmer-centric system design; interoperable digital

infrastructure; responsible data governance; and agricultural technology that is both economically and

technically accessible.
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Introduction

Through evolution, agriculture has been tightly related to technical development, socio-economical change

and the shifting needs of food and resource systems (Bhat et al., 2021) 
[1]

. Over the past two centuries agri-

cultural production has shifted from mostly manual and subsistence-based, to more mechanized, data-driven,

automated and linked production systems (Commission CA, 2006; Charlebois et al., 2014) 
[2, 3]

. This transi-

tion has been brought about by the need to boost productivity, improve the efficiency of use of resources, de-

crease production risks, handle labor restrictions and react to rising concerns related with climate change,

environmental degradation, population expansion and food security (Bosona et al., 2013) 
[4]

. The current

move to Agriculture 4.0 and Agriculture 5.0 is a paradigm change in the way agricultural companies pro-

duce, process, share and use information to make decisions (Özer et al., 2011) 
[5]

. Agriculture 1.0 is often

considered the first stage of agricultural modernization, based mostly on human labour, animal power, tradi-

tional knowledge and regionally tailored production strategies (Lu et al., 2017) 
[6]

. Farm management

choices were based mostly on farmers’ experience, observation, seasonal trends and hereditary expertise.

Such systems were frequently well suited to local ecological circumstances, but their productivity was re-

stricted by low levels of automation, poor access to external inputs and heavy reliance on human and animal

labor (Lin et al., 2018; Caro et al., 2018) 
[7, 8]

. Thus, the agricultural output was largely dependent on the

availability of land, climate variability, availability of labor and efficiency of old production systems (Leng
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et al., 2018) 
[9]

. farm 2.0 was born with the development of farm au-

tomation and industrialization. The development of tractors, mechani-

cal harvesters, irrigation systems, better crop varieties, synthetic fer-

tilizers, insecticides and other technology inputs significantly changed

agricultural production methods (Surasak et al., 2019) 
[10]

. This tran-

sition was especially essential during the Green Revolution. The in-

troduction of high-yielding cultivars, increased irrigation, fertilizer

application, crop protection and automation has led to large gains in

the productivity of key cereal crops in numerous regions of the globe.

During this age, the potential of technological intensification to in-

crease food availability and agricultural production was seen (Mao et

al., 2018) 
[11]

. However, the productivity-oriented approach of agri-

cultural intensification created also substantial environmental and re-

source-related problems. The heavy dependency on external inputs,

the overuse or ineffective use of fertilizers and pesticides, the deple-

tion of ground water, soil deterioration, energy consumption and the

rising production costs have exposed the limits of a solely input inten-

sive strategy. These issues therefore led to the development of tech-

nology to improve the accuracy with which agricultural inputs may be

administered (Dey et al., 2021; Tian, 2017; Demestichas et al., 2020)

[12, 13, 14]
. The late twentieth century saw the birth of Precision

Agriculture (PA), a giant step toward Agriculture 3.0. The 1990s saw

advances in Global Positioning System (GPS), Geographic

Information Systems (GIS), remote sensing, yield monitoring, and

variable-rate application technologies that allowed agricultural man-

agers to identify and react to spatial and temporal heterogeneity

within fields (Menon et al., 2021) 
[15]

. Precision agriculture estab-

lished the notion of site-specific management instead of considering a

whole field as a homogenous production unit (Tiwari, 2020) 
[16]

. GPS

technology was used for the precise location of agricultural equip-

ment and field observations and GIS was used to manage and display

spatially linked agricultural information (Sharma et al., 2020) 
[17]

.

Yield monitors provide information on agricultural production at a lo-

cation-specific basis, whilst remote sensing technology made it possi-

ble to measure crop condition, vegetation features, soil variability and

water stress across a greater region. These improvements provided the

technical basis for data-supported agricultural management

(Fernandez et al., 2020) 
[18]

. Agriculture 4.0 is an additional shift that

involves the growing use of technology from the wider Industry 4.0

paradigm in agriculture. Agriculture 4.0, in contrast, is a term used to

describe the use of linked systems that can continually create, com-

municate, process and read agricultural information rather than just

stand-alone digital devices (Carter et al., 2008) 
[19]

. The Internet of

Things (IoT) has become a key part of this evolution. IoT-enabled

agricultural systems include sensors, communication networks, cloud

platforms, equipment and analytical systems that generate continuous

streams of information from farms and related value-chain processes

(Pizzuti et al., 2015) 
[20]

. The IoT sensors may measure soil moisture,

temperature, electrical conductivity, pH, nutrient status, humidity,

weather conditions, crop microclimates, animal behavior, water avail-

ability and equipment performance. The use of high frequency data

allows to shift from periodic observation to ongoing surveillance in

agricultural decision making. For example, irrigation may be con-

trolled by soil moisture in real-time, rather than predefined cycle

times, and environmental sensors might lead to early detection of cir-

cumstances that can lead to crop stress or disease development

(Lakhani et al., 2017) 
[21]

. However, the value of information created

by IoT is primarily dependent on the ability to comprehend massive

and complicated data. This has enhanced the role of Artificial

Intelligence (AI), machine learning, deep learning and sophisticated

analytics in contemporary agriculture management (Mejia et al.,

2010) 
[22]

. Artificial intelligence can recognize patterns in agricultural

data and allow for applications such as crop disease diagnosis, yield

prediction, pest detection, irrigation scheduling, and weather risk

analysis, demand forecasting, equipment diagnostics and resource op-

timization. Agriculture 4.0 is so increasingly defined by the combina-

tion of sensing, connection, computing, and intelligent decision mak-

ing (Bozarth et al., 2008) 
[23]

. Another key element of the digital rev-

olution of agriculture is blockchain technology. Agricultural and food

supply chains include many stakeholders including farmers, input

suppliers, aggregators, processors, transporters, wholesalers, retailers,

financial institutions, regulators and consumers (Aung et al., 2014)

[24]
. The flow of items and information over these decentralized net-

works poses difficulties around traceability, transparency, data integ-

rity, authentication and trust (Golan et al., 2004) 
[25]

. blockchain has

been offered as a technology solution for producing distributed and

tamper-proof records of transactions and product flows (Tian, 2016)

[26]
. Blockchain, when properly connected with IoT and other digital

systems, might possibly link physical agricultural occurrences to veri-

fiable digital records, hence improving traceability and supply-chain

accountability (Pass et al., 2017) 
[27]

. The new idea of Agriculture 5.0

takes this digital transition further to higher autonomy, human ma-

chine cooperation, sustainability and intelligent automation. Future

agricultural systems may be increasingly based on a combination of

sophisticated robotics, autonomous equipment, AI-driven drones,

edge computing, digital twin, enhanced sensing and next generation

communication networks such as 5G and perhaps 6G (Dakshayini et

al., 2020) 
[28]

. Agriculture 5.0 does not only automate some agricul-

tural processes, but rather proposes integrated production ecosystems

in which robots, biological systems, data platforms, and human deci-

sion makers actively interact (Nguyen et al., 2019) 
[29]

. This histori-

cal evolution indicates that the development of agricultural technol-

ogy has been moving from mechanization to precision, connected-

ness, intelligence, and autonomy. Agriculture 1.0 relied on human and

animal labor, Agriculture 2.0 on large-scale mechanization and input

intensification, Agriculture 3.0 on spatially informed precision man-

agement, Agriculture 4.0 on interconnected digital systems and intel-

ligent analytics, and Agriculture 5.0 on increasingly autonomous, sus-

tainable and human-centred agricultural systems (Haiwu et al., 2018)

[30]
. So, the combination of AI, IoT and blockchain is not just an ac-

ceptance of three separate technologies. Their convergence offers the

potential to build an integrated digital architecture for agribusiness

management, where IoT generates real-time data, AI transforms data

into predictive and prescriptive intelligence, and blockchain provides

mechanisms for secure information sharing, traceability, and decen-

tralized trust (Delmolino et al., 2016) 
[31]

. Therefore, the future com-

petitiveness and sustainability of agribusiness may depend not only

on technological availability, but also on interoperability, affordabil-

ity, digital infrastructure, farmers’ capabilities, data governance, cy-

bersecurity, institutional support and the development of appropriate

regulatory structures (Kosba et al., 2016) 
[32]

.

Major scientific contributions

AI and machine learning in agriculture

Machine learning (ML) and AI have quickly become an essential part

of contemporary agriculture. Major contributions include the con-

struction of forecasting models for agricultural productivity and re-

source demands (Bogner et al., 2016) 
[33]

. For example, ensemble

methods and neural networks have been trained using past weather

and soil data to predict yields with extremely high accuracy. Now

computer vision methods (convolutional neural networks) are used to

scan drone and satellite pictures to discover illnesses and pests before

human scouts can (Gallersdörfer et al., 2021) 
[34]

. In greenhouses,

predictive controllers based on ML lowered water use by 19% com-

pared to baseline approaches. Reinforcement learning and “digital

twins” of farms are developing tools to optimize complicated irriga-

tion plans and supply systems under unpredictability. This became

possible with better processing power, open datasets and enhanced

sensors (Hoffman et al., 2012) 
[35]

.

IoT and sensor networks

The IoT aids in transforming farmlands into instrumented cyber-phys-

ical systems. Here, contributions include scalable sensor networks for

environmental monitoring. Initial systems employed basic station sen-

sors, while more recent installations use low-power wireless
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(LoRaWAN, Zigbee), and drones / satellites for wide-area sensing.

Real-time connection (4G/5G or LPWAN) guarantees the data keeps

flowing from field to cloud analytics (Prause et al., 2013) 
[36]

.

Architectural frameworks have been proposed. Researcher define a

multilayer IoT-blockchain system, where Layer 1 comprises IoT

nodes (soil moisture, weather, RFID tags, drones), and the higher lay-

ers perform connectivity management, blockchain ledger storage, and

analytics. Frameworks normalize deployment and highlight contribu-

tions in safe data gathering and remote control of actuators (i.e. auto-

mated valves) (Wu, 2018) 
[37]

.

Blockchain and decentralized traceability

Blockchain’s primary contribution is immutable record-keeping.

Research shows that permissioned blockchains (e.g., Hyperledger) or

public ledgers may record each transaction or sensor reading through-

out the supply chain, providing a tamper-proof audit trail (Nyhuis et

al., 2008) 
[38]

. Notable implementations include IBM Food Trust

(Walmart, Nestlé) which showcased fast ‘farm-to-fork’ traceability,

cutting traceback times to seconds. Blockchain also supports smart

contracts, which are used to automate payments and compliance (e.g.

automated fair-pay to coffee producers). Onyeaka et al. (2026) have

accumulated evidence that blockchain with IoT can secure product

provenance and prevent fraud (Schmidt et al., 2015) 
[39]

. The decen-

tralization factor ensures that no single entity owns the data, which

improves stakeholder confidence. Contributions have highlighted lim-

itations: high energy consumption and low throughput of typical

blockchains, which has spurred research into specialized consensus

methods in agriculture (Vangala et al., 2020) 
[40]

.

Integrated systems

There is a growing research interest in integrated designs incorporat-

ing all three technologies. For instance, SmartOrigin 2.0, a combined

IoT-AI-Blockchain system (Sarraguça et al., 2009) 
[41]

. It employs

LoRa sensors for soil moisture/temperature/humidity, ML models (en-

semble and neural nets) for yield prediction and crop disease detec-

tion, and Hyperledger Fabric intelligent contracts to record farm oper-

ations in an immutable manner (Schander et al., 2003) 
[42]

. This fu-

sion achieved a forecast accuracy of 91% and a water savings of 24%

in an actual case study in a chili field. Other research suggest layered

systems where data from smart sensors is fused with distant (satellite)

data and supplied to decision engines, while blockchain ensures

provenance (Renpenning et al., 2015) 
[43]

. These works represent the

Agriculture 4.0 paradigm, where AI-based insights are exploited to

control automated IoT actuators (e.g. irrigation on/off) and blockchain

guaranties the authenticity of data to all players (Domon et al., 2006)

[44]
.

Technology applications and case studies

AI, IoT, and blockchain have been applied in various domains within

agribusiness. We categorize by application type:

Crop Monitoring and Yield Prediction: ML models use IoT and

remote-sensed data for crop monitoring. For example, the classi-

fication accuracy of crop kind and health approached 100% us-

ing multitemporal NDVI images and specific neural architec-

tures. An ML research using fused IoT data (soil moisture,

weather) achieved 94% accuracy in forecasting soil moisture

levels and automating irrigation management, with a consider-

able reduction in water consumption (Coskun, 2016) 
[45]

.

Disease and pest detection computer-vision AI (deep CNNs)

looks at photographs of leaves or scans of fields. In one paper,

an integrated ML-blockchain system using a transformer-based

model achieved 94.94% accuracy in detecting numerous agri-

cultural illnesses, while the blockchain ensured data privacy.

ML is being used to teach robotic systems to distinguish weeds

from crops for spot weeding and many of these systems are still

in prototype (Callejón et al., 2015) 
[46]

.

Resource and irrigation Management: IoT sensor networks and

ML support smart irrigation systems. In a greenhouse research,

AI controllers reduced fertilizer runoff by 74 percent and

achieved 87 percent plant growth accuracy compared to a tradi-

tional controller. In a soil-moisture research, predictive algo-

rithms combined with actuators reduced energy expenses by

19% over predictive-only approaches (Kumarathunga, 2020)

[47]
.

Supply Chain Traceability: Blockchain-IoT systems monitor

products from farm to table Case study: The IBM Food Trust

network (Walmart, Nestlé, Carrefour) stores data on the farm

origin, processing, shipping and timestamps in a shared ledger.

It may identify and remove tainted leafy greens in seconds in-

stead of days, increasing food safety (Mirabelli et al., 2020) 
[48]

.

Similarly, Starbucks and Farmer Connect launched a blockchain

coffee tracing in which each bag is tagged with a QR code that

allows customers to track beans back to the farmer to ensure fair

remuneration (Torky et al., 2020) 
[49]

. Everledger and VeChain’s

efforts in the wine sector have used cryptographically-backed

provenance data to dramatically reduce the movement of coun-

terfeit wine. In seafood, Provenance’s blockchain tracks catches

from the chain to the customer, enhancing certification of sus-

tainable fishing and removing mislabelling (Singh et al., 2020)

[50]
.

Contracting and Finance: Blockchain intelligent contracts auto-

mate processes such as crop insurance payments and commodi-

ties trades. Pilots (e.g., trigger events from IoT weather sensors

to automatically settle an insurance claim) have showed poten-

tial to reduce dispute overhead, but are still evolving (Hu et al.,

2021) 
[51]

.

Table 1. Technology Applications and Case Studies (Hou et al., 2021;

Bermejo et al., 2018; Mahoney, 2021; Shahid et al., 2020; Huang et

al., 2019; Salah et al., 2019) 
[52, 53, 54, 55, 56, 57]

Application / Case Study Description

Food Supply Chain

Traceability (IBM Food

Trust – Walmart et al.)

Permissioned blockchain network with

IoT tagging. Enabled farm-to-store

tracebacks in seconds, improving re-

sponse to contamination.

Coffee Traceability

(Starbucks / Farmer

Connect)

Blockchain platform with QR codes;

consumers trace each coffee batch back

to farmers, ensuring fair payment and

quality guarantees.

Wine Authentication

(Everledger / VeChain)

Blockchain ledger records grape origin

and vinting for premium wines; pre-

vents counterfeiting and assures buyers

of authenticity.

Seafood Sourcing

(Provenance / Sea to

Table)

Blockchain/IoT chain-of-custody for

fish; tracks catch location and handling,

deterring illegal fishing and mislabeling.

Precision Irrigation (LoRa

Sensor Network + AI)

SmartOrigin 2.0 system: LoRa sensors

measure soil moisture, AI predicts

yield/disease and controls irrigation.

Achieved 91% yield prediction accu-

racy and 24% irrigation water reduction.

Organic Produce

Certification (Hasan et

al., 2024)

IoT sensors monitor soil, air and crop

parameters; blockchain logs compliance

with organic/Non-GMO labels. Ensures

“mislabel-proof” transparent

certification.

(continued on next page)
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Application / Case Study Description

Crop Classification

(Satellite NDVI + ML)

ML models (e.g. custom TiDE algo-

rithm) classify crop types from medium-

resolution NDVI time-series, achieving

100% accuracy without high-res

imagery.

Smart Greenhouse

Control (ML-Predictive

Algorithm)

ML controller in greenhouse uses sensor

data to regulate conditions; reported

19% energy savings vs simple predic-

tion model, and 41% vs traditional

control.

IoT Soil Moisture

Analytics

Study with IoT sensors and edge ML:

achieved 94% moisture prediction accu-

racy, 24% energy reduction; blockchain

ensured secure, traceable data.

Smart Auctions /

Logistics

(Developing) Auctioning crops via

smart contracts, or scheduling ship-

ments, based on tamper-proof IoT qual-

ity reports (currently prototypes).

Application / Case Study Description

Agri-Robotics (Futuristic) Robot harvesters using deep

learning to identify ripe

fruits/vegetables and coordinate via IoT;

blockchain may record robotic actions

for audit (research stage).

Datasets and sensors in smart agriculture

Soil moisture, temperature, pH sensors

Sensors for soil moisture, temperature and pH embedded or directly

planted in agricultural fields offer real-time information regarding soil

conditions. These sensors monitor key factors that determine the de-

velopment of crops and the availability of nutrients. The data obtained

may be used with artificial intelligence and machine learning algo-

rithms to enhance irrigation timing, fertilizer application and other

field management procedures (Davcev et al., 2018) 
[58]

.

Weather Station (Rain, Wind, Humidity)

Meteorological stations, fitted with sensors that measure rainfall,

wind speed, temperature, and relative humidity, provide localized me-

teorological information for agricultural decision-making. These data

are especially important for estimating agricultural water demands, ir-

rigation needs, and future environmental pressures. Weather data and

machine learning algorithms may assist to anticipate crop perfor-

mance better and help farmers adjust to changing weather conditions

(Salihoglu et al., 2018) 
[59]

.

NDVI and Multispectral Cameras

NDVI and multispectral cameras are installed on drones, aircrafts or

satellites to collect large-scale data on crop health and plant condi-

tions. These imaging devices give spectral information that may be

used to derive vegetation indices such as the Normalized Difference

Vegetation Index (NDVI). The obtained data are utilized for crop

health evaluation, stress detection, crop segmentation, biomass esti-

mate and yield prediction (Waqas et al., 2018) 
[60]

.

RFID/NFC Tags

Crates, containers, pallets or individual agricultural items may be fit-

ted with Radio Frequency Identification (RFID) and Near Field

Communication (NFC) tags to provide traceability in the supply

chain. Data gathered at diverse points like farm, transit system, stor-

age facility and retail point may be connected to blockchain records.

This combination may enhance traceability and assist verify origin,

transportation, validity and handling history of agricultural goods

(Baralla et al., 2019) 
[61]

.

IoT Actuators (Valves, Pumps)

IoT-enabled actuators, such as irrigation valves, pumps, and auto-

mated control systems, may be remotely or automatically operated by

agricultural activities. Artificial intelligence based systems may use

sensor information to decide the time for initiation of irrigation or

other field activities. Furthermore, the actuator operation records may

be examined to assess the system performance and to enhance the de-

cision making models continually (Dasaklis et al., 2019) 
[62]

.

Crop Images (RGB, Hyperspectral)

RRGB and hyperspectral crop photos give useful visual and spectral

information for constructing artificial intelligence models for crop

monitoring. Such records may be used to detect illnesses, pests, nutri-

tional deficits and other visual or spectral anomalies. For example,

picture datasets with wheat rust symptoms may be utilized for train-

ing convolutional neural networks and other deep learning models to

identify illness automatically (Goldratt et al., 2016; Abolghasemi et

al., 2020) 
[63, 64]

.

Historical Yield Records

Historical yield records of individual farms, agricultural research sta-

tions, government databases or regional agricultural statistics are cru-

cial for predictive modelling. These data are often utilized as target

variables in machine learning algorithms to anticipate future crop pro-

duction. Historical yield data integrated with meteorological, soil,

management and remote sensing data may increase the accuracy of

yield forecasting systems (Zhou et al., 2007) 
[65]

.

Soil Survey Maps

Soil survey maps give spatial information on soil types, fertility, tex-

ture, drainage and other soil properties. These maps are usually acces-

sible as geographic information system (GIS) layers and may be inter-

faced with machine learning and precision agricultural systems. This

combination allows for site-specific management such as variable rate

application of fertilizers, irrigation, soil amendments and other agri-

cultural inputs (Dong et al., 2019) 
[66]

.

Remote Sensing Archives (Sentinel-2, Landsat)
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Archives of remote sensing (e.g., Sentinel-2, Landsat) offer a rich set

of time series satellite images for monitoring agricultural landscapes.

These datasets may be used to create vegetation indices, moisture in-

dicators, temperature information and other environmental factors.

Historical satellite data are especially useful for monitoring crops, as-

sessing land use, analyzing drought, classifying crops and developing

forecasting models (Hassija et al., 2020; Umamaheswari et al., 2019;

Tsang et al., 2019) 
[67, 68, 69]

.

On-board Tractor Data (Telematics)

Today, farm equipment produces a wealth of data thanks to GPS,

telematics, on-board sensors and machine monitoring devices. Tractor

data might consist of location, speed, fuel consumption, implement

performance, and operational records. The data may be examined to

optimize precision planting, variable rate spraying, field navigation,

equipment use, and overall farm operating efficiency (Jiang et al.,

2019; Shen et al., 2019) 
[70, 71]

.

Supply Chain Databases

Supply chain databases include transaction records, certification in-

formation, product movement data, price information, inventory

records and other information linked with agricultural commodities.

These statistics may be incorporated into blockchain systems to en-

hance transparency and traceability in the agricultural supply chain.

Such information may also be used to assist discover market trends,

enhance logistics, track movement of products and make more edu-

cated agriculture choices (Ma et al., 2019) 
[72]

.

Blockchain Ledger

A blockchain ledger offers a distributed, tamper-proof record of trans-

actions, supply chain events, and other verifiable information.

blockchain may hold data on product movement, certification, owner-

ship and information from IoT in agricultural systems. Data hashes

and transaction records may also be used for intelligent contracts to

have reliable references, so that planned actions may be executed au-

tomatically when certain circumstances are satisfied (Novo, 2018)

[73]
.

Crowdsourced Farmer Reports

Crowdsourced farmer reports are developed using mobile apps and

digital platforms where farmers voluntarily capture information on

field conditions, pest and disease presence, crop progress, weather

events and management strategies. These observations give more

ground-level information that may supplement sensor and satellite

data. When evaluated effectively, data provided by farmers may be

utilized to calibrate IoT devices, enhance machine-learning models

and fortify early-warning mechanisms (Ding et al., 2019; Zhou et al.,

2018) 
[74, 75]

.

Tethered Weather Balloons / IoT LoRa

Weather balloons tethered to the ground and Internet of Things (IoT)

technology using Long Range (LoRa) connection may provide data

collecting and connectivity in agricultural regions. LoRaWAN gate-

ways are very effective for sending sensor data over relatively long

distances with minimal power consumption. Such systems may link

dispersed agricultural sensors to cloud-based platforms, providing

continuous surveillance even in remote places where traditional com-

munication infrastructure is often inadequate (Hammi et al., 2018)

[76]
.

Climate Forecast Models

Climate forecast models provide numerical forecasts of weather and

climate variables that may augment field-level data. Information from

forecasting systems and organizations like NOAA and ECMWF may

include projections of rainfall, temperature, humidity and other mete-

orological factors. Combining these predictions with farm-level sen-

sor and historical data may enhance short-term agricultural planning,

irrigation scheduling, crop protection choices and risk management

(Derhab et al., 2019) 
[77]

.

Plant Health Databases

Plant health databases are compilations of information on crop dis-

eases, insect pests, symptoms, diagnostic records and recorded out-

breaks. Such databases may include information produced by agricul-

tural professionals, research institutes, extension organizations and

field observation. They may be used to train artificial intelligence sys-

tems, supporting automated disease and pest diagnosis, outbreak pre-

diction and development of early-warning systems for crop health

management (Sharma et al., 2017; Chae et al., 2018) 
[78, 79]

.

Improved Traceability and Trust

Blockchain and IoT may establish transparent and traceable agricul-

tural supply chains by documenting critical events from production to

the final sale. As IoT devices may automatically create information

about temperature, location, handling and transit, blockchain can pro-

vide a secure record of these occurrences (Patil et al., 2017) 
[80]

.

Consumers may scan QR codes or use other digital interfaces to ob-

tain specified information and verify the origin and handling history

of items. These tools may help cut down on fraudulent claims, im-

prove food safety surveillance and speed up the discovery and recall

of tainted items (Puthal et al., 2018) 
[81]

.

Decision Support, Data-Driven Artificial intelligence systems can

sift through the huge, diversified data collected from farms, meteoro-

logical stations, satellites, machines, marketplaces and historical

records. These datasets may be used to construct predictive models

for yield forecasting, weather adaptive planting, pest and disease pre-

diction, irrigation scheduling and market analysis (Muhtasim et al.,

2018) 
[82]

. Such decision-support systems may help to better manage

risks by helping farmers and agricultural organizations to predict pos-

sible issues instead of just reacting after they arise. Shared digital

platforms may also promote cooperation among farmers, researchers,

insurers, input suppliers, processors and other stakeholders

(Ponnapalli et al., 2021) 
[83]

.

High Deployment and Maintenance Cost

Initial investment in IoT sensors, communication infrastructure, com-

puter systems, blockchain platforms, and AI-based solutions may be

significant. Long-term expenditures may also include maintenance,

calibration, software upgrades, connection and replacement of broken

equipment. Such costs may pose significant challenges for small and

marginal farmers (Li et al., 2020) 
[84]

. The implementation costs may

be reduced using low-cost and scalable IoT hardware such as low-

cost sensors and low-power wide-area network technologies. Further

improvements in accessibility may be made via public-private part-

nerships, government assistance, cooperative methods and open

source platforms. Community-based digital infrastructure may also

enable several farms to share technology resources (Zhou et al., 2020)

[85]
.

Scalability of Blockchain

The generation of enormous amounts of agricultural and IoT data

may lead to constraints of blockchain systems in terms of transaction

speed, storage needs, computing demands and network congestion.

These issues are further exacerbated when several farms and supply-

chain players are linked to the same network (Schulte et al., 2019)

[86]
. To boost scalability, permissioned blockchain networks, Layer-2

solutions, sidechains, and directed acyclic graph based techniques

might be investigated. Hybrid architectures may also be implemented,

where just the necessary transaction information or cryptographic

hashes are saved in the blockchain, but big datasets are retained in tra-

ditional databases or cloud services (Bhatia, 2020) 
[87]

.

Data Privacy and Security
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Agricultural digital systems may capture potentially sensitive infor-

mation on the location of farms, levels of output, usage of inputs, fi-

nancial transactions, mechanical operations, and management prac-

tices. Unauthorized access, cyberattacks, modification of data, or im-

proper distribution of this information might pose threats to farmers

and agricultural businesses (Maddikunta et al., 2021) 
[88]

. Data secu-

rity may be enhanced by using encryption, authentication, access con-

trol, anonymization and secure data-storage technologies. Another op-

tion is federated learning, in which AI models may be trained on dis-

persed data without sending the raw datasets to a central site. Proper

data protection procedures and adherence to relevant privacy legisla-

tion are also key (Reddy et al., 2021) 
[89]

.

Data Quality and Availability

AI models are highly dependent on the quality, consistency and avail-

ability of training and operating data. Agricultural data may have

missing observations, measurement mistakes, inconsistent formats,

sensor noise or regional biases. Also, credible farm‐level datasets are

lacking in many places (Kumar et al., 2021) 
[90]

. Sensor fusion and

automated data-validation techniques may be used to detect flaws and

enhance data dependability. Data from a variety of sensors, satellites,

meteorological stations, farm records and farmer observations may

provide a more complete data collection. Government agencies, re-

search institutes and development groups may also help by providing

credible agricultural datasets via suitable open-data programs (Bhat et

al., 2020) 
[91]

.

Interoperability and Standards

Agricultural firms commonly employ gadgets, software platforms,

sensors and databases of multiple vendors. The various communica-

tion protocols and data formats might create difficulties in sharing in-

formation across different systems. The inability to interoperate may

lead to increased expenses and technology dependency on certain

platforms (Ferrag et al., 2019) 
[92]

. Adoption of common communica-

tion protocols such as MQTT and OPC-UA and defined data formats

may promote interoperability. Additionally, middleware solutions

may be designed to facilitate the translation of information among

multiple IoT devices, cloud platforms, AI applications, and

blockchain networks. Common standards may facilitate integration of

technology from various manufacturers (Awan et al., 2020) 
[93]

.

Energy Consumption

IoT networks, computer infrastructure and blockchain systems may

be energy-intensive. This is especially difficult in distant agricultural

locations where dependable energy may be in restricted supply.

Energy-intensive technologies may potentially raise operating ex-

penses and limit the sustainability advantages of digital agriculture

(Chinnaiyan et al., 2020) 
[94]

. Energy efficient sensors and communi-

cation systems may save power needs. Field sensors using solar and

low power IoT devices may be especially beneficial in distant areas of

agriculture. At the computational level, energy-efficient consensus

techniques and lightweight AI models may cut energy use. Edge com-

puting may further minimize the quantity of data that has to be sent to

centralized cloud servers (Liu et al., 2018) 
[95]

.

Connectivity in Rural Areas

In many rural areas, a key obstacle to digital agriculture is the lack of

reliable internet and telecommunications infrastructure. Poor connec-

tion might prohibit the ongoing transmission of sensor information as

well as the disruption of cloud-based AI applications and blockchain

networks. Minimal power wide area networks like LoRa and NB-IoT

allow communication over relatively long distances with minimal en-

ergy needs (Konashevych, 2020) 
[96]

. Satellite-based IoT technolo-

gies provide alternative solutions for farms that are geographically

separated. Store-and-forward techniques also may store data locally

on a temporary basis and send it when connection is available. Large

scale digital agriculture still needs long-term enhancement of rural

telecommunications infrastructure (Pillai et al., 2020) 
[97]

.

Complex Integration and Usability

The combination of AI, IoT, blockchain, cloud computing and other

digital technologies may produce technically complicated systems.

Farmers could find it hard to use sophisticated interfaces especially in

areas where basic computer literacy or technical help is scarce

(Dietrich et al., 2020) 
[98]

. User-friendly mobile apps and simple

dashboards may make these systems more accessible. Modular and

plug and play IoT solutions may ease the installation and operation.

Practical uptake of digital technology may be further improved via

farmer training programs, demonstrations and partnership with agri-

cultural extension agencies (Abdulrazzaq et al., 2018) 
[99]

.

Regulatory and Legal Uncertainty

But the fast growth of AI, blockchain, smart contract technology, and

digital agriculture platforms has raised regulatory problems around

data ownership, electronic transactions, liability, privacy, certification

and automated decision-making. Cross-border agricultural supply

chains are further complicated by differences across countries

(Ogrean, 2018) 
[100]

. Developing clear regulations will need a collab-

orative effort of policymakers, technology developers, farmers, aca-

demics and industry associations. Industry level norms and defined

processes would assist develop common techniques for blockchain

based traceability, digital certification, intelligent contracts, and agri-

cultural data management (Ilie-Zudor et al., 2015) 
[101]

.

Data Ownership and Incentives

Questions of who owns agricultural data and who should profit from

its commercial usage are becoming more significant. Farmers may be

hesitant to give information if they are not sure how their data will be

utilized or whether they would profit from giving it. Transparent data-

governance systems should help clarify ownership, access rights, per-

mission and benefit sharing procedures. Incentive schemes, such as

subsidies, service discounts, cooperative advantages or other suitable

incentives, might motivate farmers to supply high-quality data. It is

important to pay special attention to ensuring smallholders are not left

behind in digital agricultural ecosystems (Merkert et al., 2015) 
[102]

.

Technical Expertise Gap

AI, IoT and Blockchain deployment demands knowledge of data

management, sensor functioning, digital platforms, cyber security and

applications of agriculture. A lack of qualified workers might hamper

the effective deployment and maintenance of sophisticated equip-

ment, especially in remote locations. Capacity-building programs may

bridge this gap by training farmers, extension workers, rural entrepre-

neurs, students and agribusiness experts. “Technical and entrepreneur-

ial skills can be developed using online courses, practical demonstra-

tions, agricultural technology laboratories, innovation programs and

agri-hackathons (Awan et al., 2021) 
[103]

.

Standards Harmonization

Challenges might arise from incompatibilities in technological stan-

dards when various organizations’ agricultural technology need to in-

teroperate. Standard harmonization is very crucial for the develop-

ment of integrated agricultural ecosystems. Membership of the appro-

priate international and national standards bodies may assist in im-

proving the interoperability of agricultural technology. Common stan-

dards for IoT devices, data interchange, robotics, traceability and dig-

ital agriculture services may help boost technology adoption and

lower integration costs (Casino et al., 2020; Saurabh et al., 2021) 
[104,

105]
.

Conclusion

The convergence of AI, blockchain and IoT is driving innovation in

farming. Our comprehensive research reveals that AI/ML models

greatly enhance agricultural monitoring and decision-making, IoT

networks deliver the real-time data and connection required for fine-

grained management, and blockchain introduces trust and transpar
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ency throughout supply chains. Combined, these technologies may

enhance productivity and sustainability, for example by optimizing ir-

rigation, reducing fraud, and allowing new business models (e.g. data

marketplaces and automated contracts). But there are huge barriers to

overcome to unlock these advantages at scale, including data protec-

tion, maintaining dependable networks in rural regions, technological

costs and developing standards and ecosystems farmers trust. Future

research objectives include building interpretable AI and federated

learning for farming, improving lightweight consensus protocols, and

constructing modular structures that farmers may embrace progres-

sively. Cross-sectoral cooperation between agronomists, technolo-

gists, policymakers and communities will be vital. The data implies

that with careful design and supporting legislation, the confluence of

AI, IOT and blockchain may lead to more robust, efficient and egali-

tarian agricultural systems thereby tackling important global concerns

of food security and environmental sustainability.
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