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Abstract

Within the context of banking operations in the “either or survivor" mode, a novel (n, n) visual
cryptography scheme has been proposed in this paper. In this scheme, n represents the total number of
generated shares. Among these, n-1 shares are distributed to the account holders, while one share is
retained by the bank authority. Using this approach, the secret image employed for user authentication
can be revealed when any one account holder combines (stacks) their share with the bank authority’s
share. The share generation process follows this mechanism by considering two consecutive pixels as a
single input unit during construction. Comparing this method to other approaches, it generates shares
with less overhead space and might offer higher security. Like other visual cryptography methods, it is
very simple to use.

This paper presents a generalized approach to norm-based visual cryptography, designed to enhance
security and usability for financial applications. The proposed method extends traditional visual
cryptography techniques by incorporating multiple norms, advanced encryption, and error correction
mechanisms. This generalization ensures the confidentiality, integrity, and authenticity of sensitive
financial information.

Keywords: Visual cryptography (VC), share, pixels, images, financial terms etc

Introduction

Through the use of complicated mathematics, visual cryptography is a cryptographic
technology that makes it possible to encrypt visual data (such text or images) and decrypt it
visually. Moni Naor and Adi Shamir introduced it in 1994 I, Visual cryptography works on
the basis of dividing an image into a number of shares, each of which can be divided into a
sufficient number for the original image to be visually reconstructed. However, nothing about
the original image is revealed in any one share. When the shares are properly superimposed,
the original image becomes visible after the visual decoding process is performed. This
scheme enables the recovery of a hidden secret image without requiring any cryptographic
computations. It is both highly secure and simple to implement. The basic framework includes
a printed sheet containing the ciphertext (which may be mailed or faxed) and a printed
transparency that serves as the confidential key. The original content is revealed by overlaying
the transparency onto the ciphertext page, even though each component individually appears
random and reveals no information. The approach resembles a one-time pad, as each
ciphertext page is decrypted using a unique transparency. Owing to its simplicity, the method
can be used by anyone without prior knowledge of cryptography or the need for computational
operations.

With the novel form of visual cryptography, no cryptographic computation is required
throughout the decryption process . This method requires that text or a picture be entered
into the system as a digital image. The system will then produce ‘n’ (3 < n) distinct images, or
shares, that resemble random noise. The user must stack ‘k’ shares, where 3 < k <n among ‘n’
shares in order to display the hidden image. Visual cryptography makes it possible to encrypt
visual data such that it can only be visually decrypted without the need for computer support.
While working well for simple pictures, traditional visual cryptography techniques have
drawbacks when used with intricate financial data. In order to overcome these drawbacks and
make norm-based visual cryptography techniques appropriate for financial data security, this
study generalizes these techniques. In 1994, during the “EUROCRYPT" conference, Moni
Naor, M. and Adi, S. I made the initial discovery and advancement of Visual Cryptography
(VC).
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This unique kind of cryptography approach enables the encryption of visual data using a particular encoding style, which requires
a human visual system to decipher. A simple image is divided into ‘n’ shareable images, which are then sent to the participants.
Retrieving the plain image involves stacking the permitted subset of shares and less than shares in the stack give away nothing
about the secret [, Figure 1 shows a basic Visual Cryptography approach. The structure of the paper unfolds as follows: Section 2
provides some fundamental definitions for visual cryptography. An overview of the associated works is provided in Section 3.
The methodology that is suggested is explained in Section 4. Section 5 provides an example of how the suggested technique
generates shares. Section 6 presents a performance analysis of the suggested technique. Summaries of the work are included in

Section 7.
i - |
Vc VC mechanism Share image 4 Stacking
Secret image
- I'he secret is recovered
SR [—
Share image B
Fig 1: Basic Visual Cryptography
Preliminaries

Numerous visual cryptography systems have already been created for particular use cases. In the future, several methods could be
created to address some of the issues with visual cryptography. Secret sharing schemes are another name for the visual
cryptography schemes. There are various kinds of visual cryptography techniques, such as : (i) (2, 2) VC (Secret Sharing Scheme)
(ii) (2, n) VC (Secret Sharing Scheme) (iii) (k, n) VC (Secret Sharing Scheme) (iv) (n, n) VC (Secret Sharing Scheme). In (2, 2)
Visual Cryptography, a secret image is encrypted into two distinct shares in this basic threshold system, which when they are
superimposed, discloses the hidden image. The creation of this type of access structure doesn’t require any further data. However,
under this system, a picture is split into two halves, and it takes both parts to put the original image back together. Lets say we
have an image consisting of a black square on a white background. The goal is to divide this image into shares such that when
combined, the original image is revealed. This method is often used for secret sharing, where multiple parties each hold one share
and cooperation is required to reveal the secret. In (2, n) Visual Cryptography, with the use of this approach, the secret picture is
encrypted into n shares, which may be overlaid to disclose the secret image when any two or more of the shares are superimposed.
The user will be asked for ‘n’, which is the total number of people involved. On the other hand, this scheme ensures that
individual shares contain no useful information about the original image, making it secure against adversaries who may gain
access to only a single share. Only when two or more parties collaborate can the original image be reconstructed, ensuring privacy
and security. The procedure is similar but requires more shares for bigger (2, n) visual cryptography systems. The fundamental
idea is still that the original image may be seen in any two shares. Applications for this technique include watermarking, secure
picture sharing, and visual authentication systems.

In (k, n) Visual Cryptography, the system generates n (n > 2) shares in this kind of visual cryptography scheme, and at least k (2 <
k < n) shares are required to regenerate the secret data. In other words with the help of this approach, the secret image is encrypted
into n shares, which can be exposed when any group of at least k shares is superimposed. The threshold k and the total number of
participants n will be asked of the user. The (k, n) visual cryptography scheme offers a balance between security and flexibility. It
allows for a customizable threshold for reconstruction, where the required number of shares can be adjusted based on the desired
level of security and usability in different scenarios. Applications of (k, n) visual cryptography include secure multi-party image
sharing, access control systems, and cryptographic key management. To retrieve the secret data, each share in the (n, n) visual
cryptography scheme must be piled on top of the other. The system generates n (n > 2) shares in this type of scheme. The user will
be asked for n, the total number of people involved. Stated otherwise, the secret picture is encrypted into n shares via this
approach, and the hidden image will only become visible upon the combination of all n shares. We’ll ask the user for the number
n of participants. Because it makes sure that no single share has any important knowledge about the secret image, this approach is
very helpful in situations where extreme security and privacy are necessary. Unauthorized decryption efforts are impossible since
all n shares are required to reassemble the original picture. Secure picture transmission, authentication systems, and cryptographic
watermarking are just a few of the domains in which perfect visual cryptography finds use.

The count of non-zero elements in a sequence of symbols is known as its weight. In binary form, the Hamming weight specifically
refers to the total number of “1" bits present in the binary sequence. “Hamming weight" isn’t typically used explicitly in visual
cryptography, the concept of the density of information, represented by the number of black pixels in each share, plays a crucial
role in ensuring security and privacy. In a (k, n) visual cryptography scheme, where any k shares can be used to reveal the secret
image, the Hamming weight of each share becomes significant. By ensuring that each share has an equal number of black pixels
(ideally), we can prevent individual shares from revealing any information about the secret image. Only when combined with
other shares do the black pixels align to reveal the secret information?
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Related works
The most basic form of visual secret sharing assumes that the message is composed of black and white pixels, with each pixel
processed independently. Every original pixel is transformed into n altered versions, known as shares, with one share assigned to

each transparency. Each share consists of "M black and white sub-pixels placed closely together so that the human visual system
blends their individual contributions into a single perceived pixel. Most visual cryptography schemes are designed to conceal only
one secret image. To enhance the hiding capacity and overall efficiency of the scheme, multiple secret images can be encoded
within the shares. In 1994, Moni Naor and Adi Shamir ! presented Visual Cryptography for the first time. In this approach, the
secret message or image is partitioned into n distinct shares, each distributed to a different participant. The reconstruction of the
original information requires the combination of at least k shares out of the total n. Any collection of fewer than k shares (i.e., k -
1 or less) is insufficient to recover the secret. For example, consider six thieves who jointly control a bank account but lack mutual
trust. They divide the account password in such a way that any group of three or more thieves can retrieve it, while fewer than
three cannot access the account. In the (2, n) visual cryptography scheme proposed by Naor and Shamir, the secret image is split
into two separate shares, ensuring that an individual share alone provides no information about the original image. However, when
the two shares are stacked together, the original image is visually revealed. The method involves the use of matrices, where each
share corresponds to a binary matrix. These matrices are carefully designed to ensure that the visual information is concealed in
each individual share and revealed only when the shares are combined. The following m x n matrices can solve their algorithm for
(2, n) visual cryptography.

00 ..0
Co_ : - 100 ..0
0 = every matrix produced by switching the columnsof | =~ "~ ™ ~
100 .. 0

100 .. 0

c . oo 0 0 .. 0
1 = every matrix produced by switching the columnsof |~ — ~ ™ ~
000 .. 1

The matrices Co and C; in this instance are used to produce the white and black pixels, respectively.

In the year 2000, Tai-Wen Yue and Suchen Chiang [**! suggested a neural network-based method for visual encryption. Using two
distinct alternatives for each pixel with an equal chance, a combination of two black-and-white pixels is formed in this technique
(Shown in Figure 2). In this method, a neural network is employed to create shares for the visual cryptography scheme. The neural
network is trained to produce shares that meet the criteria of visual cryptography, ensuring that individual shares reveal no
information about the original image, but when combined, the original image is revealed. By generating combinations of black
and white pixels with equal probability for each pixel, this approach aims to enhance the security and randomness of the shares,
making it more difficult for adversaries to decipher the original image from individual shares. This neural network-based
approach represents a novel way to implement visual cryptography, leveraging machine learning techniques to enhance the
performance and robustness of the scheme.

Pixel Sharel Share2 Probability

Sall'ls
ol B Ls

Fig 2: Share generation by Tai-Wen Yue and Suchen Chiang

In 2008, Jena and Jena "1 developed a method of visual cryptography called (2, 2), in which a single pixel produces two or four
pixels in each share. This innovative approach aimed to enhance the efficiency and security of visual cryptography schemes by
introducing a method where a single pixel in the original image contributes to the generation of multiple pixels in the shares. The
technique likely involves carefully designing algorithms or mathematical transformations that allow a single pixel to generate
either two or four pixels in each share. In Figure 3, the method for creating pixels using this technology is shown. This design
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ensures that the visual information from the original image is effectively distributed across the shares while maintaining the
security properties of visual cryptography. By generating multiple pixels from a single pixel, this approach can potentially reduce
the size of shares required for encoding the secret image, thereby improving efficiency and reducing storage or transmission
overhead.

Pixel Share 1 Share2

100

e
) e

Fig 3: Share generation technique by the proposed algorithm by Jena and Jena

By 2008, Chetana Hegde, Manu S, P Deepa Shenoy, Venugopal K R, and L. M. Patnaik had devised an algorithm for visual
cryptography for banking applications [ 3. An effective method for verifying a customer’s identity in corebanking and online
banking applications was the algorithm’s primary goal. Information is represented by the black pixel (represented by 1) and
background by the white pixel (represented by 0). The primary objective of using visual cryptography in this context is to securely
encode sensitive information, such as customer authentication data, and distribute it among multiple shares. These shares can then
be distributed to different entities or parties involved in the banking transactions. For two shares in the (2, 2) scheme, the initial
Boolean matrices for the white pixel, So, and the black pixel, S, are provided below.

So=[1 1 0 7 o

Sis[p o 1 7 1)

On various Constructions of Monochrome Visual Cryptographic Schemes, a (2, n) visual cryptographic scheme, was proposed by
Avishek Adhikari and Bimal Roy in 2008 @, The term “monochrome" implies that the shares are represented using only one color
channel, typically black and white. Each pixel in the shares is either black (representing one part of the secret image) or white
(representing another part or background). The construction of the (2, n) visual cryptographic scheme by Adhikari and Roy likely
involves carefully designing algorithms or mathematical techniques to divide the secret image into shares while preserving the
security properties of visual cryptography.

Using two consecutive images captured at a time as the single input, Jayanta Kumar Pal, J. K. Mandal, and Kousik Dasgupta
devised a (2, 2) Visual cryptography in 2010 291, This approach likely aimed to enhance the efficiency and security of the visual
cryptography scheme by processing pairs of consecutive pixels together. In a traditional (2, 2) visual cryptography scheme, the
original secret image is split into two separate shares, and each share typically corresponds to a binary image where each pixel is
either black (representing one part of the secret image) or white (representing another part or background). Figure 4 shows a
method for creating pixels using this technique.
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Fig 4: Share generation method by Jayanta Kumar Pal, J. K. Mandal, and Kausik Dasgupta
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There are numerous alternative algorithms accessible for diverse visual cryptography techniques (© 174 12D wherever security has
been improved. These efforts include not only improving security features but also focusing on making the schemes more user-
friendly and practical for real-world applications. It is also possible to determine from the literature that attempts have been made
to make visual cryptography more user-friendly. Wei-Qi 18], for instance, created a plan to ensure that the shares were aligned
properly. This visual cryptography is a more practical and widely applicable solution for secure image sharing, authentication, and
other cryptographic applications.

In 2010 3 A (2, n) visual cryptography technique for banking applications is designed to provide secure access to joint bank
accounts, specifically in situations where there are two account holders, and both have equal authority in managing the account. In
a (2, n) visual cryptography scheme, the original secret image (representing access credentials or authentication information in this
context) is divided into n shares, with each account holder receiving one share. Both shares are necessary to reconstruct the
original secret information, ensuring that neither account holder can access the account independently Bl The (2, n) visual
cryptography technique developed for banking applications in 2010 offers a practical and secure solution for managing joint bank
accounts, providing equal access to account holders while ensuring the confidentiality and integrity of access credentials.

This study presents a novel visual cryptography method that could be helpful in secure banking scenarios without access to
computers. One user may participate in the banking process against an account with the previously proposed algorithm by
Chetana Hegde et al. I, but the proposed approach can also be used for accounts held jointly by several account holders. It
provides a versatile approach that can accommodate both single-user and joint-account scenarios while maintaining the
confidentiality and integrity of banking information.

The Methodology

The proposed technique treats (n=3) consecutive pixels of the source image as a single input, resulting in eight possible cases for

those pixel triplets, each representing a combination of different cases : (i) Black, Black and Black, (ii) Black, Black and White,

(iii) Black, White and Black, (iv) Black, White and White, (v) White, Black and Black, (vi) White, Black and White, (vii) White,

White and Black, (viii) White, White and White.

Similarly the above technique follow the four and five and so on. The technique considers four consecutive pixels as a single input

in the source image, resulting in sixteen possible cases for these fourth of Pixels, each representing a combination of different

cases: (i) Black, Black, Black and Black, (ii) Black, Black, Black and White, (iii) Black, Black, White and White, (iv) Black,

White, White and White, (v) White, Black, White and White, (vi) White, White, Black and White, (vii) White, White, White and

Black, (viii) Black, Black,White and White (ix) White, Black, Black and White, (x) White, White, Black and Black, (xi) Black,

White, Black and White, (xii) White, Black, White and Black, (xiii) Black, White, White and Black, (xiv) Black, White, Black

and Black, (xv) Black, Black, White and Black, (xvi) White, White, White and White.

For a (3, n) visual cryptography scheme, where “n” shares are generated, each share contributes to the reconstruction of the secret

information. The position of (3, n) visual cryptography for Hamming weight purposes can be considered in the following aspects:

1. The Hamming weight of corresponding pixels across shares should be consistent. In other words, for a given position in each
share, the Hamming weight (number of black pixels or non-zero bits) should be the same.

2. While consistency is important, introducing variations in Hamming weights, especially for certain pixel values (e.g. black
pixels), can contribute to security. For instance, if the Hamming weight for a black pixel in one share is significantly different
from the corresponding pixels in other shares, it may make it more challenging for an attacker to discern the secret
information without possessing the requisite shares.

3. The Hamming weight considerations also impact the clarity of the reconstructed secret image. This scheme should ensure that
the Hamming weights contribute to a visually clear and accurate reconstruction when the shares are stacked.

4. While introducing variations in Hamming weights can enhance security, it’s essential to balance this with practicality.
Excessive complexity may impact the ease of implementation, decoding speed, and the overall user experience.
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Also similarly the above points (expects) for the (4,n), (5,n).......... (n,n) visual cryptography Technique.
Let N represent how many people are involved, or how many account holders there are. Where 11 is the total amount of shares and

n .
m is the integer portion of (n/2). The relation Cm = MIN(N + 1), where C is the combination operation, must hold, and the
bank authority must determine what number of n to use.

n
The Hamming weight associated with each block of every share (H) = Integer part of Cm/z;
Now let us consider the eight possible cases of input pixels:

Black, Black and Black: This case creates a concentrated area of black pixels, contributing to a visually prominent and
distinguishable pattern in the output block when shares are stacked.

Black, Black and White: Initial consecutive black pixels create a dark region with a transition to white, influencing the
visual structure of the output block.

Black, White and Black: The central white pixel is flanked by black pixels, creating a distinctive pattern with contrast in the
output block.

Black, White and White: The black pixel in the first position creates an initial emphasis on a dark region, leading to a
distinct pattern in the output block.

White, Black and Black: Two consecutive black pixels contribute to a distinctive and concentrated dark region in the output
block.

White, Black and White: The central black pixel is surrounded by white pixels, creating a visually unique structure in the
output block.

White, White and Black: The black pixel at the end introduces a concentrated black area, affecting the visual appearance of
the output block.

White, White and White: All three consecutive pixels are white. This case results in a fully white segment, providing a
unique pattern in the output block.

If the input image contains an odd number of pixels, the final pixel is stored separately in parts.

Proposed Algorithm for (n,n) - Norm VVC :
Input:

Source image (binary or grayscale, assuming binary for simplicity: Black=0, White=1)

Number of consecutive pixels in a group k=n (block size and shares), which could be 3, 4, 5, etc.
Number of shares (1) to be generated.

Number of participants(N ).

Threshold 71 for reconstruction (integer portion of n/ 2).

Output: n shares that, when combined, reconstruct the original image.

Procedure
Step 1: Preprocessing

Convert the image to a binary format (if it’s not already). Each pixel should either be 0 (black) or 1 (white).
Check the number of pixels in the image.
(i) If the number of pixels is odd, handle the last pixel separately by padding or storing it in a separate structure.

Step 2: Group consecutive pixels

)
i)

Divide the image into blocks of k consecutive pixels:
If k = n =3, each block contains three consecutive pixels (e.g., B, B, W for Black, Black, White).
If k = n =4, each block contains four pixels, and so on.

iii) For each block, store the pixel combination.

Step 3: Generate shares

1.
2.
i)
i)

Initialize 7 empty shares. Each share will have the same dimensions as the original image.

For each block of consecutive pixels:

For each of the 8 possible combinations (in the case of k = n = 3) or 16 combinations (in the case of k = n = 4), map the
combination to an appropriate pattern of black and white pixels for the shares.

Example (for k=n=3)

If the block is (B, B, B), apply the corresponding black/white distribution across all shares.

Use randomness in distributing black and white pixels across shares, making sure the Hamming weight requirements are met
(i.e., for each block in each share, the number of black pixels should be consistent across shares for each corresponding
position).

Ensure consistency in Hamming weight: For each pixel in the block, ensure that the Hamming weight across all shares is
consistent, i.e., the same number of black pixels appears across the shares.

Introduce controlled variations (for security): Add some variation in how black and white pixels are distributed across
shares, especially for certain pixel values, to increase the security of the reconstruction process.
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Step 4: Hamming weight computation
1. Calculate the Hamming weight:
i) For each block across shares, calculate the Hamming weight of corresponding pixel positions in the shares.

T
ii) If using an (n, n) scheme, the formula H = Integer part of ("Cm)/2 can help define the target Hamming weight for each
pixel block.

Step 5: Stacking for reconstruction

1. Simulate the combining of shares:

i) Regenerate the original image by combining the n shares. Ensure that black pixels from different shares overlap
appropriately, and the white regions are maintained in the output.

ii) The final reconstructed image should closely resemble the original.

The pseudo code for the above steps are given in Algorithm [Algo-1].

Algorithm 1 Algorithm (n, n) Norm Visual Cryptography Procedure For Financial Use
1: procedure Make Functions (VC_k_equals_n [z, m, N]) -
2t INPUT:
3 + Image : binary (0 = Black, 1 = White], H=W
& + k=mn:block size = share
5 + n: shares to generate
6 + N : participants (N = n)
T + m : threshold = n/2
8: OUTPUT : shares [1...n] (H=W binary images)
9: BEGIN I>Step 1 : Preprocessing
10 Converted _image « Convert to Binary (image)
11: Pad Image (converted _ image, n) // Multiple of n pixels
12: I>Step 2 : Group n-consecutive pixels
13: blocks + Group Inte Blocks (converted _ image, n)
14: £»Step 3 : Initialize shares
15 shares[1...n] « Intialize Empty Shares (H, W, n)
16: [» Step 4 : Generate shares (k=n special case)
17: FOR each block € blocks DO // block = n pixels
18: black  _ pattern < Get Block Pattern (block] // 27 patterns
19: J/ Lookup nx=n patterns ensuring Hamming weight = m per column
20 :patterns « Lockup Hamming Weight Patterns (block_pattern, n, m)
21 fori« 1ton;do // Each share
22: for pos «— 0ton - 1; do // Each position in block
23 block _idx « Calculate Block Inndex (block, pos)
24 shares [i][bleck _ idx] « patterns[i][pos]
25: end for
26: Verify Hamming Wieght (shares, block, n, m)
27 Apply Controlled Randomness (shares, block _ pattern)
28 end for
2% £+ Step 5 : Hamming validation
3 FOR each block £ blocks:
31 for pos < 0ton- L:do
3z hammingweight « Calculate Hamming Weight (shares [1...n], pos)
33: if hamming _ weight < m then
34 Adjust Share Distribution [ shares, pos, m)
35: end if
36: end for
37 RETURN shares [L..n]
38 END
3% FUNCTION Reconstruct Image (shares [1..n]):
4 reconstructed — Empty Image (H, W)
41 fori=0to H-1; do
4% for j=0 to W-1; do
43: black_count — 0
44 for p=1to n; do
45: if shares [p][i][j] == 0 : black_count ++ then
46: reconstructed [i][j] + (black_countzm)70:1
47 end if
48: end for
4% end for
51 RETURNreconstructed
52: ENDFUNCTION
53: FINANCIAL - AUTH(user - share - nbank - share[l..n-1]):

all - share + bank - shares+user - share-n

recon — Reconstructimage(all - shares)

RETURNSSIM(recon,stored - secret) = 0.95 T'SUCCESS”

“FAILED"

5g; endprocedure
50: end for
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Samples illustrative
For better understanding, let’s look at an example of the suggested algorithm. Assuming that three people wish to start the account

together, four shares will need to be created (three per user plus one for the bank authority). So, here N+1D= 4, implying
N = 3 where N is the total number of users or participants in this cryptographic scheme. Now consider 1t = 4 | therefore M =

integer part of (4/2)= 2. Now, dc, = 6> (N+1) So, this choice of M is appropriate, and a (3,4) visual cryptography

scheme will be used. Now, (N+1)= 6, implying N =5 where N is the total number of users or participants in the visual

cryptography system. Now consider 1t = 6, therefore M = integer part of (6/2)= 3. Now, 653 =20> (N +1) So, this

value of M is suitable, and a (3,6) visual cryptography technique will be used. N +1 =10 implying N =9, where N
represents how many users or participants there are in the visual cryptography scheme. consider (n= 10), M = integer part of

(10/2)= 5. Now, 10C5 =252 > (N + 1), as (N +1) is 10. The value of n = 10 is acceptable for a (3,10) visual
cryptographic scheme. We can create shares for banking purposes based on the aforementioned data. The following figure 6
illustrates the share generation for three joint account holders.

The Figure 5 can be represented using a matrix. Let’s say there are eight matrices, C1,.€2:C3,C4:C5:C6C7 gang C8 would show
how many shares the collection of pixels generated that is black, white and black, black, black and white, white, white and black,
white, white and white, black, black and black, white, black and white, white, black and black, 0 for the white pixel and 1 for the
black pixel.

Similarly there are sixteen matrices, C1:C2:C3.C0C5C6C7 and C8 which represent the share generation of the set of pixels
black, white and black, black, black and white, white, white and black, white, white and white, black, black and black, white,
black and white, white, black and black, 0 for the white pixel and 1 for the black pixel.

[1 0 0 0] [1 0 0 0] [0 1 0 0] [0 0 1 0]
01 00 1 0 00 0100 0 010
Ci=lo 0 1 0|€=|1 0 0 0[C3=[0 1 0 0|C+=|0 0 1 0
0 0 0 1] 1 0 0 0] 0 1 0 0l 0 0 1 0
[1 0 0 0] [0 0 1 0] (1 0 0 0] 0 0 0 1
0100 0 001 0 00O 0 001
C5=lo 0 0 0|%=]o 0 1 1[¢7=f0o 0 1 0|¢s=|0o 0 0 1
1 1 0 0 0 0 0 0] 1 0 1 0l 0 0 0 1
This is corresponding matrix for (4,n) visual cryptography technique:
1 0 0 0 0] 1 0 0 0 07 01 0 0 0] 00100
010 00 1 0 000 010 00 00100
c,=/0 0 1 0 Of¢c,=l1 0 0 0 Of¢cy3=|0 1 0 0 O|¢c,=|0 0 1 0 O
00 010 1 0 00O 01000 00100
0 0 0 0 1] 1 0 0 0 0Ol 01 0 0 Ol 00100
[0 0 0 1 0] 1 0 0 0 0] 01 0 0 0] [0 0 1 0 0]
00010 01 000 0 01 0O 00010
cs=0 0 0 1 0|¢c,=|0 O 0 O Ofc,=|0 O O O O|cyg=|0 O O 0 O
00 010 11 000 00 0 00 00 00O
0 0 0 1 0l 0 0 0 0O 0 01 1 0l 0 0 1 1 0l
1 0 0 0 0] 00 00O 00 00O 1 00 0O
00 00O 01000 100 00 01000
Ce=|0 0 1 0 Ofcyy,=(0 O O 1 Ofcyy=|0 0 0 1 O|¢cy;,=|0 O 0O 0 O
00 00O 01010 00 00O 11100
1 0 1 00 00 00O 10010 0 00 00O
00 00O 1 00 0 O 1 00 00 0 0001
01100 0 0010 11000 0 00 01
Cy3=(0 0 0 1 O0jcyy,=|12 011 0]c,e=(0 0 0 1 Ofcyg=|0 0 0 0 1
01110 00110 00 00O 0 0001
01100 0 0 00O 11010 0 00 01
Similarly we can find other matrix for (5,n), (6,n)......c.cccc...... below matrix is represent the (n,n) visual cryptography technique.
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1 0 0 1 0 0 .o 01 0
010 1 0 0 .o 010
0 01 1 0 0 .o 010
€= Cx = C3=
00 0 1 100 0 010 0
0 0 O 1
0 0 0 1
0 00
........................................................................................... C,=
000 ... 1
we see that all visual technique (2,n), (3,N).cccccccvviviivnivrnrinienn, (n,n) can represent the matrix and there are n matrices Cl, CZ, C3

.............................. Cn., which represent the process of generating shares from the black and white pixel, where 0 for the white
pixel and 1 for the black pixel.

Probability of
occurrence

Pixels Share-1 Share-2 Share-3 Share-4

AN EEREE EREEN 1/4
Il EEREE EREEE B EEE 1/4
 HEEEE BN 1/4
HEE b EEERE EEREE B 1/4
T W7 1
Il EEpE EERE EERE Bl 1
HE EaEE B 1
 HEEEE EEEEEEEE Bl 0.5
[T T 171 0.5
0.5
. HEEN EEE 1/4
Il EEpE EEEE EEEE EBE 1/4
HE EaEE B 1/4
[T T (T T (T T (T TN 1/4

LI
:
:

Fig 5: Share generation method by (3,n) VVC technique

For better understanding, let’s look at an example of the suggested algorithm. Take into consideration the image in Figure 6 as the
input image.
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Fig 6: Input Image

If we read the image in Figure 6 in row major order first we are getting three black pixels, followed by one black and two white,
among next three, one white, black and white, after that two white and one black pixels, again two black and one white, followed
by one white and two black, among next three black, white and black pixels and lastly three white pixels. The generated shares by

the proposed algorithm are given in the Figure 7 Share 1 to 4 respectively.

Share-1 Share-2
Share-3 Share-4

Fig 7: Share1-4

Now, let’s apply the suggested method to a real-life image as depicted in Figure 8. We’ll generate four shares represented by four
transparencies following the figure. Upon stacking any two of these shares with precise alignment, it becomes apparent that the

concealed image emerges, albeit with some background noise.

Fig 8: Input Image
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Fig 11: Share 3
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Fig 12: Share 4 Fig 13: Share 1 + share 2

Fig 14: Share 2 + share 3 Fig 15: share 3 + share 4
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Fig 16: Share 4 + share 1 Fig 17: Reconstruct original image
Similarly we can extend this method for (4,n), (5,n), (6,N)....cccccevreennes (n,n). The example of (4,n) visual cryptography pixels are
given below in figure 18.
Pixels Share-1 Share-2 Share-3 Share-4 Share-5 thth“hy
T 177 1T 171 I T [ CIrT T e s
(171 CI T TT ) T T . I I . - s
I I 1] T ] TCCT T . I T 7 7] C 77 s
I Y o Y Y o O I | ns
[T T T . I I 1T 71 T T CIrC T ) 15
T 7 ) e T 7] T ] M) W T] eI 1
[ 1] [ 17171 e 1T 71 [ . [ T 77 Cw T 71 1
) a7 CT T [ M 171 CT o 7 1
CI 1T =a T ) T ) T ) T T 1
N ) T 77 1 7] I 1T 1717 N ) N N | n2
- 1717 CIT 1) I 1T 1717 . 1) I I I | 2
CT . (T [T ) (T 1711 [T 11 [ - n
) W77 I 1] (I [ I T 1] ] na2
[ . T 71717 T 71 T T ] [ CIr 1T 17717 n2
[ i S s s Y s N s s Y s A | ne
I T 77 T 7] I I I ) N N N 34
[ I N I . 7] T T ] [ . ) 3\
N . I I CT T ] I N [T - I N e
I . T 77 N ) TT T 17717 N W e
[ A s Y s Y Y S | ns
[ T 7 (T 7] [ T 7] B . [ T 7 ) ns
C T T T 1 T 171 [ T 171 T 17 T e 1T ] AL
[T T ) CT T ] T T ) T ) CT T ) ns
S o s O e s Y s s O I | ns

Fig 18: Share generation method for (4,n) visual cryptography technique
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Probability of Occurrence

Share-2 Share-3 Share-4 Share-5 Share-6

Share-1

Pixels
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Fig 19: Share generation method for (5,n) visual cryptography technique
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Fig 20: Share generation method for (6,n) visual cryptography technique similarly we give an example of (n,n) share generation method given

below:
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Pixels Share-1 Share-2 S — Share-n+1 Probability of Occurrence

B Jorttmes [T T Joettimes CL T Jmitines 1t
n+1times
ntimes CB T T Jomtines BT T Jonetines oL s !

times CE T )rttmes ST T Joorettines et tines ot

BT T T Jomiimes T T T ] et times o s e

T RN CE T T )mttmes BT T Jomettines et tes 11
J’ n+1times .

Fig 21: Share generation method for (n,n) visual cryptography technique

Perfect secrecy: The proposed scheme satisfies perfect secrecy in the information-theoretic sense. That is, the probability
distribution of any single share remains the same regardless of the secret image being encoded. Consequently, no information

about the secret can be inferred from an individual share. In the (n.n) visual cryptography scheme, any subset of shares

containing fewer than 1 elements reveals no information about the secret image. Only when all ™ shares are combined can the
secret image be reconstructed.

Performance analysis

Evaluating the performance of a cryptographic method is crucial for assessing its effectiveness and reliability. In this section, we
present an analysis of the implemented approach. Comparative analysis involves comparing the scheme’s performance with
existing methods, identifying strengths, weaknesses, and optimization opportunities to

enhance its efficiency and security while maintaining usability and robustness. Overall, a comprehensive performance analysis
provides valuable insights into the scheme’s strengths, weaknesses, and areas for improvement, guiding further research and
development efforts in visual cryptography. The paper created by Chetana Hegde !, Manu S, P Deepa Shenoy, Venugopal K R,
and L M Patnaik was an effort for secure banking applications utilizing visual cryptography, according to the literature review.
Let’s examine the similarities and differences between the suggested approach and the algorithm created by Chetana Hegde et al.

Table 1: Performance Analysis

Characteristics Algorithm propos;dalby Chetana Hegde Algorithm proposed by J. K. Pal et al. Proposed Algorithm
Kind of algorithm (2,2) visual cryptography (2,n) visual cryptography (n,n) visual cryptography
Practicality Maximum number of account user is one | No limit in the number of account user No limit of account user
Pixel extension 4 times Variable Variable
Pixel quantity per input One Two n
Kind of algorithm (2,2) visual cryptography (2,n) visual cryptography (n,n) visual cryptography
Secrecy Moderate Lower Strongest

Table 1 shows a comparison of some key characteristics between the suggested algorithm and the algorithm by Chetana Hegde et
al. BB, 1t is evident that the suggested technique has a lower space overhead because two input pixels are combined and treated as a
single pixel for share generation. Additionally, the suggested algorithm is more beneficial than the originally suggested two.

Conclusion

Transferring sensitive data over networks demands a high level of security, and securing shared data is a major challenge. Since
the establishment of Visual Security in 1994, numerous forms of visual cryptography have been developed, including halftone,
progressive multi-resolution, and segment-based schemes alongside other types of visual cryptographic schemes (2, 2). The
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present field of study with the most potential is visual cryptography. Many nations are now using this specific encryption
technology to transport data discreetly, including financial records, handwritten documents, text pictures, online votes, and more.
The fundamental visual cryptography model that has been shown thus far has numerous potential improvements and additions.
We are attempting one such improvement. This work presents a novel (n,n) visual cryptography technique that can be
implemented with ease and offers security comparable to that of other existing algorithms. The suggested algorithm’s ability to be
used to any number of joint account holders is one of its key features. Compared to algorithms that accept a single pixel as the
single input, this one may be more space-efficient even though it requires three successive pixels as the one-time input.

Also, Perfect secrecy is achieved by the (n,n) block-based Norm Visual Cryptography; single shares disclose zero information
because of the uniform distribution of the Hamming weights throughout the n-pixel blocks. To ensure threshold security, each
location needs > m black pixels from all n shares for reconstruction. AES pre-encryption of secrets, restricted per-block
randomness breaking pattern analysis, and SSIM (Structural Similarity Index Measure) verification (> 95 percent match), which
detects manipulation, are examples of financial safeguards. Size-based assaults cannot withstand any pixel growth.
Steganographic concealing inside meaningful images is made possible by halftone sharing. Partial shares (statistical
independence), known-plaintext (AES), and side-channel (visual-only decryption) are all resistant to attacks. Perfect for multi-
party authentication in e-banking.
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